Smarirrass 4.1

Instalanion = Setilf)
Macintosh

Virtual private networking (VPN) technology permits users on remote Local Area Networks
(LANSs) to access hosts protected by the NUWCDIVNPT firewall system. VPN technology
authenticates users and encrypts all traffic from that user into NUWCDIVNPT.

All users requesting access must obtain prior approval from NUWCDIVNPT Automated
Information System (AIS) Security to use the V-One SmartPass product.

AIS will not approve any requests for SmartPass usage until the requestor submits a request
for network controlled access. The request form can be found at.

http://www.npt.nuwc.navy.mil/npt/vpn/rcna2.dot

The software can be found at. http://www.npt.nuwc.navy.mil/npt/VPN/smartpass.html|

System Reguirements

SmartPass requires MacOS system software 8.1 or higher and Open Transport 1.3
or higher.

Connection to a network using TCP/IP protocol
Internet Explorer 5.0 or higher

Netscape Navigator 4.5 or higher
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Installation

1. Disable any anti-virus software prior to initiating setup.

2. Download Software. http://www.npt.nuwc.navy.mil/npt/VPN/smartpass.html

3. Double Click on the File

4. Select: Continue

5. Select: Continue

SmartPass Installer

SmartPass

SmartPass 4.1

SmartPass™ reguires MacOS system software B.1 or later and Cpen
Transport 1.3 or later.

All other software components are provided by this installer.

[ Save... ][ Print... ]
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BEFORE PROCEED MG ' ITH THE DO%NLOADING, REGISTRATION AMD /OR USE OF THIS SOFTYW ARE, YOU
FMUST ACKMOWLEDGE THAT Y0OU HAVE READ THIS AGREEMENT AND THAT YOU ACCERT ITS TERMS.
AFTER READING THIS AGREEMEMT INDICATE WHETHER OR NOT %0U ACCEFT IT BY SELECTING EITHER THE
"AGREE" OF "DISAGREE" OPTION AT THE BOTTOM OF THIS SCREEN

THIS LICENSE AGREEMENT SETS FORTH THE TERMS UNDER %HICH Y-ONE 15 WILLING TO LICENSE THE
6. Select: Agree SmartPass™ SOFTW ARE TO YOU. YOU MAY USE THE SOFTW ARE ONLY IF YOU ACCERT ALL OF THE
TERMS CONT AINED IN THIS LICEMSE AGREEMENT. PLEASE READ THIS LICENSE AGREEMENT CAREFULLY.
IF ¥0U AGREE TO ITS TERMS, FLEASE S0 INDICATE BY SELECTING THE " AGREE™ OFTION BELOW, IF YOU
DO MOT AGREE TO THE TERMS OF THIS LICEMSE , Y-ONE IS NOT WILLING TO LICENSE THE SOFTW ARE TO

YO AND OU A NOT DOWNLOAD , REGISTER OF USE THE SOFTW ARE.

1. LICEMNSE. ¥-0OME ("Licensor ") grants, only to the original licensee of this saftware, the following
non-exclusive and non—transferable rights during the term of this Licensze: (a) to install and use the
SmartPass™ software program ("the Software™) under the terrns et forth herein and Cb) to rake one
copy of the Software for archival purposes only. The Software ray contain or be accornpanied by
software programs of codes (Licensed Components ™) which have been licensed oF sublicensed to -l
Licensor by third parties ("Third Party Producers"). Such Licensed Compaonents shall be included within|
the term "Software” az used in this licenze. Subject to the express terms of this license, all right, [ |

11 lodad n 1 a doall ladad ¢

ikl a b imid n A da dlea ©a ik

[English |

[ Save... ] [ Print... ] [ Disagree ]

| = Your Drive | =¥ I == Your Drive
About Multimedia Update %l L
j Acrobat Reader 4.0 [ Eect |
B Acrobat Reader Install Log .
&l Apple Extras

7. Select: Install (# Applications =5
Gl Assistants

Desktop

Install software into folder;
|Sma|'tPﬂss Folder

Installation was successful. Choose Quit or

Restart if you are finished. Choose Continue
8. Select: Restart to perform further installations.

| Cnntinuel
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9. After the system reboots.

If you already have a connection established (DSL/Cable) please continue.
If not please establish a connection ( ISP provider )

10.The SmartPass Folder will be
open.

11.Select: SmartPass

| [ SmartPass Folder B
2 items, 3.77 GB available
i
Read Me - SmartPass SmartPass
|
=
4] [z

12.Select: Create
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Mo authenticators have been defined. Do
you want to create a new virtual token?

S011a Irass

Build date: 20000314
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Create virtual token

2

13.Highlight: Your Drive
(Your Hard Drive Name)

Date Modified |=

= [ Today

m untitled folder 10420400

TLw.tkn 12411400
14.Select: Open (% This 3/21/00

@ startupscreen sit 4414400

Name: |SmartPass.tkn | New (3] |

Format: | SmartPass authenticator =

[ Open at Startup
[ Default virtual token

i
I

Create virtual oken="""7—7"7—77———— i

[EYnurDrive _¢_] ’

Date Modified |
[:1 Update Mac 05 9 5/8/00 :'EJ
ﬁ Systern Folder Today |
15.Highlight: SmartPass Folder ?‘“”“‘”‘ ;”;5”99
. amartPass Folder odat! al
(Note: The token does not have to T oo AR

reside in the SmartPass folder but we
. Name: |SmartPass.tkn |
suggest you place it here.)

New (5 |

Format: [ SmartPass authenticator i]

b1 Open at Startup

16.Select: Open B Default virtual token
@ cancel | ] 0 ﬂ
ance pen )
e— -

Create virtual token

[} SmartPass Folder =

Date Modified
SartPass 3/14400
Read Me - SmiartPass 9/3400

I
4]

17.Select: Save Name: |SmartPass.tkn |
Format: [SmartPass authenticator ij

|E|Jpen at Startup
& Default virtual token

(2) Cancel ] I Save "

e
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SmartPass.tkn

Access Code:

|ruuuu| | Cancel I

18.Enter Access Code (Password) Confirm code:

Note: SmartPass uses a token for authentication.
This Token is accessed via this password so other :
personnel can not use it. M RelemherTae Mintes

T

=4
19.Select: OK Smart
Pass

V'

Securnty fora Connected Worla

4.1 Euild date: 20000214

ﬁ Your Drive:SmartPass FolderSmartPass.tkn
] successfully created

20.Select: OK ;
Security for a Connected World
4.1 Build date: 20000214
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21.The SmartPass Token icon will be added to SmartPass Folder.

(] SmartPass Folder
3items, 3,77 GE available

Read Me - SmartPaszs SmartPass SmartPass.tkn

22.Select: Virtual Token On-Line Registration.

| Smariiass Foimer
A AREe_ % T re e

Fand Fi - SruariFum l IrartPia ty
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23.Enter: 164.223.71.1:3845

lj =———————= On-Line Registration

Please enter the name or IP address of the
1 SmartGate Server with which you wish to register.
Add “:” and port if non=-standard

164.223.71.1:3845

24 .Select: OK

| Cancel ]

25.Please fill in the registration form using the information supplied to you from Code 54 Network
Services.

http://164.223.71.1:3845/0LR

» @ ¢ & @ @& @ A4 A L& S @R B

Back Forward St'op Refresh Home Favarites History Search  AutoFill Larger Smaller Print Mail Preferences

© address: [ | [http://164.223.71 1 3845 /0LR |[@ 6ol [ & |
| SmartPass On-Line Registration

NN DN E

Please fill out the registration form below and click the register button to continue.

First Name
Last Hame
Phone Humbexr

E-mail Rddress |

If you must navigate a firewall, please enter the firewall address inaddress port format, wherepert is the port of your HTTP proxy.

Rddress

Hegister] Heset]

| a Internet zone
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26.A screen similar to the following will appear if the registration is successful

PE— .
| E = Smartfass On-Line Registration fuf=|
BB « O 8 4 B @ 4 & L 38 B |H|
I 2o Baek Forwad  Shon o Bafresh  Hone  FaroFHes  Hishesy  Soeaeh SoboFil Larger Smwglar Prind Mal Professoes

s Mdrlss:fi"'_l Ll e R T R ST IIEI Go IE"

SmertPazs On-Line Regisahom

Om-Lime Registration Suecesdil
Yot v heen suceesafulhy regaened with the SrartCiebs ssreer.

Fleare visit our webs sabe ot [t v npl pusre gy mld

SarmiFusr
RELY Cads 8173 CHawe Suppert Santew
| KLHIE
A

ML IE SELS

C3ZervicesRunt nusr ey, il

27.You can use the Finder to close the SmartPass Connection

1S A 7]

" & File BSt wirtaalloken Help B |
Fse SmartPass |
m Hise Dthers
= i AN
CEET
K Fincer
e 5 i + [i] SssartFass
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28.Select: File Quit

" & TN Bt Wirbwalloken  belp 3 | 7 1

Fath
Dpena I
flose =2
Save WL
S L

Fag e FeTuw

Frint W& ’

29.To connect to the NUWC SmartPass server in the future, perform the following steps:

Establish Internet connection DSL/Cable or dial-in ISP.
Launch SmartPass from the folder you created on your hard drive.

If the SmartGate server authenticates your account information, you will be logged into the
NUWC firewall and an Access Control List (ACL) will be downloaded to your computer.

All IP connections you initiate to hosts in your ACL will be tunneled through the NUWC firewall.
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